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1 Introduction

As of Compano software version L05, a new, more secure login method is used. This login method
uses a separate authentication server that verifies users' login credentials. This manual describes
the authentication procedure and which authentication options can be used to loginto a
Compano application.

Q Compano Online Software

1.1 Concepts

COS Compano Online Software

Environment Stand-alone Compano application running a certain software version. The
environment can be a Production, Acceptance, or Testenvironment. A
newly developed software version first goes to a test *environment in
which extensive testing can be carried out. After the software version
passes all these tests, it goes to an acceptance environment. In this
environment, the software can be tested by users. If the software version
is accepted, it is forwarded to the production environment where it is
used by end users.

Authentication Authentication technology provides access control for software
applications by verifying that a user's credentials match the credentials in
an authorized user database or data authentication server. In addition,
authentication ensures that systems, processes and company information
are secure. There are several authentication options to verify users'
identity, for example: username/password, Google Authentication,
Microsoft Authentication.

SSO Single Sign-on is an authentication method that allows you to securely
log in to multiple applications or websites with just 1 set of credentials.
You no longer have to remember different usernames and passwords.

2FA Two-factor authentication (2FA), also referred to as 7wo-step verification
or Dual-factor authentication, is a security process in which users two
different Deploy authentication factors to self-verify. 2FA provides a
higher level of security than authentication methods where the user
provides only one factor, usually a password or passcode. The second
authentication factor usually consists of a security token (SMS or
authenticator code).

1 A test environment is not available for all Compano customers.
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2 New login method

As of Compano software version L05, a new, more secure login method is used. Among other
things, the requirements for a secure password have been tightened, which means that you will
have to register a new login account. You can choose the password for your new account.

Q Compano Online Software

Note: The language of the authenticator app's Ul depends on your browser settings; so, if your
browser Ul language is set to English, the login Ul will be displayed in English.

2.1 First time login

When you have recently been given access to Compano Online Software as a new Compano
customer or user, you will receive an e-mail (from no-reply@compano. com) with the request to
register a new login account:

e e R
Comport Gl Sofmare -1y =

Aan Sales Compano ma 18-3-2024 13:42

Dear user,

Your new Compano Online Software has been created. We would like to inform you that you need to complete one
last step to gain access to our applications. Click on the link below to complete your registration:

By clicking on the registration link, you will be redirected to a secure page where you van activate your account and
choose a password.

Kind regards,

Compano BV

Important: You will have 24-hours as of receiving this e-mail to register your login account. Should
you fail to do so, you can request a new registration e-mail by visiting https://start.compano.com
and clicking the link Forgot password?

q

Compane
Login
E-mail E-mail
Password Password -

Forgot password?

\
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To register for a login account:

1. Use the Click here link in the email to go to the next screen where you choose a new
password:

Q Compano Online Software

&

Compano

Finish creating your account

‘You are almost ready, pick a password to finalize your account.

Password Password =
Confirm password Confirm password -
Password reguires:
8 characters
1 capital letter
1 special character
1 digit

a. Password: Type a new password. Please note the password requirements!
b. Confirm password: Type the new password again.
2. Click Confirm. You will now see the following confirmation:

&

Compano

Account registratie voltooien

to the login page

3. You will now be redirected to the environment overview where you can choose from the
Compano environments you have access to:
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Compano
Welcome back!
Available environments:
Production
Compas
Centrale Omgeving
Compano BV
Production (LO5)

4. Available environments: Note: The login application distinguishes between Production,
Acceptance, or Testenvironments that you have access to. Therefore, first select the type

of environment you want to log in to:

a. Production: Your production environment; this is your ‘'live' environment
b. Acceptance: Your acceptance environment, formerly the prerelease environment.
c. Test: Your staging environment. Please note that this environment is not available
to all Compano customers.
5. Environment tile: After selecting Production, Acceptance, or Test, click on (one of) the
environment tile(s) to log in:

.‘
Compano

Welcome back!

Available environments:

Production

=
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6. You will now be logged in to the selected environment.

2.2 Subsequent Log-ins

Q Compano Online Software

Note: After registration and logging in for the first time, the Click Here link in the registration email
no longer works.

From now on, you can log in to your Compano application(s) via the following URLS:

Shared Compano environment:

https://start.compano.com

Private Compano area:

https://[company name].compano.com

The link gives access to the following login page:

Compano
Standard login with e-
mail/password Login
E-mai E-mai @
Password Password &=

Forgot password?

Alternative login 1|

with Microsoft L

2.2.1 Login with password

For the standard login method, use the e-mail address and password with which you have
registered yourself; See the paragraph: FIRST TIME LOGIN.
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2.2.2 Login with Microsoft

Alternatively, if your Compano user account was created with an e-mail address which is also
linked to a Microsoft account?, you can also log in with Microsoft Authentication.

Q Compano Online Software

To sign in via Microsoft:

1. Click on the Microsoft icon:

Compano
Login
E-mai E-mai @
Password Password &=

Forgot password?

Alternative login 1
with Microsoft u

(] stayloggedin Login

De—

Stay logged in: The Stay logged/signed inand corresponding Don’t show this again options are dependent on
user settings which can only be handled by the Windows system administrator of your company and might
thus not work as intended.

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again

o

2. Type in the email address of your Microsoft account and click NVext

2 Note: If you are not sure whether your user account in Compano was created with a Microsoft account, please check
with the Administrator of your organization's Compano software.
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B® Microsoft

Q Compano Online Software

Sign in

Mo account? Create one!

Can't access your account?

Back Next

Q} Sign-in options

3. Then choose whether it's a Work/School account or a Personal account:

B® Microsoft

It looks as if this email is used with more than one
account from Microsoft. Which one do you want to
use?

Woork or school account
E Created by your IT department

Personal account

g Created by you

Tired of seeing this? Rename your personal Microsoft
account.

Back

4. Next, type in your password for this account:
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BS Microsoft

Q Compano Online Software

< ]

Enter password

Forgotten my password

5. You will then be redirected to the Compano login page.

2.3 Single Sign-0n

For some Compano customers, a so-called Single Sign-On has been set up. This means that the
login details you use at work are also valid for the Compano application.

Provided the correct redirect has been set up, you can log in via the URL:

https://[customername].compano.com

If Single Sign-On has been set up for your organization, you will be redirected directly from the
login URL to the environment overview. There you can choose the Compano environment you
want to log in to.

Alternatively, the URL can https://start.compano.com be used. Single sign-on is not automatic, you
will have to click on the Microsoft icon to continue:

10
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Compano
Login
E-mail Emai @
Password Password &

Forgot password?

Alternative login 1|
with Microsoft |

De——

2.4 Two-factor authentication

If two-factor authentication is enabled (or enforced by your organization), you will need to enter an
additional login code:

Authenticator

Enter the & digit code from the authenticator app:

]

Mo access?
Disable Two Factor

This 6-digit code is generated by an Authenticator app from Google or Microsoft, for example:

11
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17:04
= Google Authenticator

Zoeken

F >
« Compano Online Software

593 971

636 434

971243

282 227

These Authenticator apps can be downloaded for both Android and Apple devices from the
Google Play store or Apple's App store.

Google Authenticator app Microsoft Authenticator app

2.4.1 Enable two-factor authentication

To use two-factor authentication, you must first enable it:

1. Login via https://start.compano.com or https://[company name].compano.com.

2. Click on the ellipsis-menu (...) at the top right and choose the Settings option:

12
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o Settings

o
Logout

-

Compano

Welcome back!

Available environments:

q

Compas
Centrale Omgeving
Compano BV
Production (L05)

3. Click on Two Factor loginand then on Enable.

—

€ Back

My settings
Enable Two Factor Authentication m

Change password

Twao factor authentication I

D——

4. Confirm your choice by scanning the QR code with the Authenticator app of your choice
(Google or Microsoft) and click NMext

13

WWW.COMPANO.COM



> 9 M

Enabling Authenticator
Step 1/2

=
« Compano Online Software

Open a compatible authenticator app and scan the QR code

Or enter the following code:

Install an authenticator app if you haven't already:

Microsoft authenticator Google authenticator

Ge Ge

—
5. Open the Authenticator app on your mobile device and find the relevant 6-digit code:

10:20 ol ¥ 3

= Google Authenticator & ._1-'
262 519

SPRPAK

479 763

Compano:

299123

6. Type this code into the authenticator fields, as shown below:

14
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Authenticator

Q Compano Online Software

Enter the 6 digit code from the authenticator app:

m

Mo access?
Disable Two Factor

Two-factor authentication is now enabled, and each time you log in, you'll be asked for a
confirmation code via the Authenticator app.

2.4.2 Disable two-factor authentication

To disable two-factor authentication:

1. Login via https://start.compano.com.
2. Click on the 3-dot menu at the top right and choose the Settings option:

Settings

Logout
-~
Compano

Welcome back!

Available environments:

q

Compas
Centrale Omgeving
Compano BV
Production (L05)

3. Click on Two Factor login and then click on Disable

15
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€ Back

My settings
Disable Two Factor Authentication

Q Compano Online Software

Change password

Reset Twa Authentication Resea

Two factor authentication

4. Two-factor authentication is now disabled.

2.4.3 Reset two-Factor Authentication

If you change your mobile device, you can reset the Two-factor authentication to allow for a new
Two-factor registration on your new mobile device:

1. Login via https://start.compano.com.
2. Click on the 3-dot menu at the top right and choose the Settings option:

16

WWW.COMPANO.COM


https://start.compano.com/

@

s T

2

£

o

v

@

£

=

o

:

Q.

£ _ |

o Settings

o
Logout

-~

Compano

Welcome back!

Available environments:

q

Compas
Centrale Omgeving
Compano BV
Production (L05)

3. Click on Two Factor login and then click on Reset.

[P

€ Terug

Instellingen
Twao Factor login uitschakelen Uitschakelen

Wachtwoord wijzigen

Two Factor login resette Resetten
Two Factor login

he——

4. You will now see the QR code with which you can set up the Authenticator app on your
mobile device:
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Authenticator activeren
Stap 1/2

Q Compano Online Software

Open een geschikte authenticator app en scan de QR code

Of vul de volgende code in:
dsft 522b vrbz 2spm okb2 jeh6 37nu faoc

Installeer een authenticator app als je er nog geen hebt:

Microsoft authenticator  Google suthenticator

Geé Ge

=

2.4.4 Lost Two-Factor authentication

If you no longer have access to your Two-Factor authenticator app, for example because your
mobile device is broken or lost, please contact Compano support and have them disable the Two-
Factor Authentication for your account.

2.5 Selection of the environment

After logging in, the user-interface will show the environments which are available for your login
account, for example:

—

8
Compano

Welcome back!

Available environments:

=

PIM
INTERN Centr. PIMiest
Compano
Test (LOS)
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Available environments:
Once authenticated, first choose from which type of COS environments that you can access,
including:

Q Compano Online Software

e Production Environments
e Acceptance environments
e TestEnvironments

2.6 Failed sign-in
When logging in with the wrong credentials, an error message is displayed:

—
.I
Compano

Inloggen

E-mail E-mail

Wachtwoord Wachtwoord k-3

Wachiwoord vergeten?

G

Wrong credentials
You have 2 remaining attempt(s).

[ Inselogd bijven

—

Remaining attempts: Multiple failed login attempts result in the following error message and an
additional login delay:

| 4
Compano

Inloggen

E-mail E-mail

Wachtwoord Wachtwoord -
Wachtwoord vergeten

7 Em
7 B

You tried the wrong credentials 3 time(s).

You can try again in 15 minute(s)

(J Ingelogd blijven Inloggen

19
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2.7 Password

In the user interface, the message Forgot password? Link to reset your password:

Q Compano Online Software

&

Compano

Login

E-mail E-mail

Password Password k-3

Forgot password?
e HR
v B

If you click on the link, you can enter your email address. You will then receive an e-mail with which
you can request a new password:

&

Compano

Request password reset

Forgotten your password?
Mo problem, we will send you instructions to reset your password.

E-mail your@email.com

Send reset link

Note: The reset link will be sent to the email address you entered, provided that the email address
belongs to a known user:

20
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&

Q Compano Online Software

Compano

Request password reset

E-mail sent!
Follow the instructions in the e-mail to reset your password

2.8 Logout

When you use the logout button in the application, you will be logged out and returned to the
login screen:

1. Click Log out from the menu:

Meldingen Menu Bekijken 1 Bewerken * Functies * Import/Export
£.8.7.9.4.0. F

Relaties Verkoop Projecten Uren Service Systeem | Wachtwoord wijzigen

0.k

Help

Uitloggen

2. You will return to the login screen:

21
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Q Compano Online Software

&

Compane

Login

E-mail Emai @

Password Password -

got password?

D stayloggeain

22
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