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1 Introduction

This document describes the module Azure Single Sign-on en Provisioning.

From customer demand, the desire arose to be able to sync from a customer-own Active Directory
user and groups with the Compano application in order to achieve a single sign-on. Management
of users and groups that need access to the Compano application can thus be managed entirely

from the customer's own Active Directory.

In COS, Azure AD is used for user authentication and provisioning; creation and synchronization of
user accounts is based on user and group assignment.
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1.1 Concepts

Single Sigh-on

Single sign-on (SSO) is an authentication scheme that allows a user to log in with a single ID and
password to any of several related, yet independent, software systems. True single sign-on allows
the user to log in once and access services, including COS, without re-entering authentication
credentials.

Q Compano Online Software

Azure Active Directory (Azure AD)

Azure Active Directory is Microsoft's enterprise cloud-based identity and access management (IAM)
solution. Azure AD is the backbone of the Office 365 system, and it can sync with on-premise Active
Directory and provide authentication to other cloud-based systems via OAuth.

Provisioning

Provisioningis the processes of creating an identity in a target system based on certain conditions.
De-provisioning is the process of removing the identity from the target system when conditions
are no longer met. Synchronizationis the process of keeping the provisioned object, up to date, so
that the source object and target object are similar. Azure can provide all three mentioned services.

2 Implementation of authentication

Important. Azure Authentication needs to be configured before Provisioning can be implemented.

2.1 Procedure

The procedure for setting up Azure authentication, consists of the following steps:

1. Compano will send you the: Compano Azure Authentication Form. Thisform will
contain two Re-direct URLs and, in case of provisioning, one or more data area codes
which you will need for your setup.

2. Customer sets it up and fills in data in the form and sends it to Compano

Compano configures authentication server.

4. Compano activates authentication (test site) but for the live site it only becomes active on
the desired date. Compano informs customer that can be tested

5. Customer can now test login on test server; should now work with SSO

w
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3 Configuration authentication

Q Compano Online Software

Important note for existing Compano user accounts

Should your Compano application already contain users and you are migrating
to Azure Authentication, then care should be taken that usernames in Compano
and Azure AD match.

Compano recommends using only company-issued user e-mail addresses as the user IDs for both
Azure AD and the Compano application. The e-mail addresses should be based on the Active
Directory domain, for instance johndoe@company.com

The configuration process consists of two steps:

I.  Setting up your Azure AD for connecting with the Compano application
[l Setting up the Compano application for connecting with your Azure AD

Step I will provide you with several IDs and other data which need to be sent to your Compano
consultant. A Compano Azure Authentication Formis provided as a separate document. Please
continue reading this manual and at the end fill out all the fields of this form.

After receiving this form, Compano will complete Step Il, test the connection, and inform you
whether it was successful.

3.1 Azure Authentication setup
To prepare your Azure environment for single sign-on with the Compano application:

1. Go to https://aad.portal.azure.com/
2. Inthe left side panel menu, click on Enterprise applications.

B4l Dashboard
= All services
% FAVORITES
}, Azure Active Directory
fn Users

F Enterprise applications

3. Inthe Enterprise applications screen, click on +New applicatior
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Dasooard - Enterprise appicdton

2=z Enterprise applications | All applications
"EE Compano BY - Azure Active Dirsctary

Q Compano Online Software

¢ ~+ New application Columns | [l Preview features | 7 Got feedback?
Overview
@ Try out the new Enterprise Apps search preview! Click to enable the preview, =
@ overview
K Diagnose and solve problems Application type Applications status Application visibility

Manage ‘ Enterprise Applications ~ ‘ | Any ~ ‘ | Any v ‘ m
[~

All applications

Application proxy [ L@ First 50 shown, to search all of your applications, enter a display name or the application D

% User settings

Name Homepage URL Object ID Application ID
Security n AgreementsWeb https://eagreements microsoft.co.. de07153c-25/4-48d7-22.. elbéebcl-0fad-4
& Conditional Access n Apps4.ProTasksLicenseMat 9dd2ds00-75a2-46e4-9... 81f5c32f-b7cb-4(
€@ Consent and permissions u Atlassian https://start.atlassian.com 20640167-ffad-49e5-83.. 46cdza3f-9239-4)
—

4. On the next screen, click on Create your own applicatior.

Dashboard > Enterprise applications >

Browse Azure AD Gallery (Preview)

=+ Create your own application ® Request new gallery app 7 Got feedback?

Click here to switch back to the old app gallery experience. =3

|P ISea‘cI" application sSingle Sign-on : All User Account Management : All

Cloud platforms

5. Set name and type of the application:
¢ Name of the application: Type a name Compano Online Software
o What are you looking to do with your application? Set this option to /ntegrate
any other application...

What's the name of your app?

| Compana Cnline Software

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application you're working on to integrate with Azure AD

@ Integrate any other application you don't find in the gallery

We found the following applications that may match your entry
We recommend using gallery applications when possible.

M Marin Software

E BMC Software
ﬂ Igloo Software

£ sluemoon software

Rally Software
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6. And create the application.

3.1.1 Application ID

Q Compano Online Software

The resultant application will provide you with the following authentication IDs:

o Application ID
o Object ID (not needed)

Dashbeard > Compano BV > Enterprise applications >

22 Compano Online Software | Overview

“  Enterprise Application

i Overview Properties

Deployment Plan MName @

| Compang Online Software T |

Manage
" ) Application ID (@
ifi Properties | 0e190fes-t mita-aldo-.. D]
sk Owners Obiect D @
jec O]
& Roles and administrators (Preview) | “|

Copy the Application ID to App registration to Appendix A: Azure Authentication Form.

3.1.2  User assignment
Check that the User assignment required?!s set to No.

1. Through the Azure Enterprise Application menu, go to Manage > Properties
2. Move the slider at User assignment required?to No:

= = - Properties

« Save X Discard [d] Delete

# Overview

X Diagnose and solve problems e

Enabled for users to sign-in? @ ‘- No

Manage

e Properties Name ® ‘ https-edi.wang

& Owners

&2 Users and groups Homepage URL®

& Provisioning
¥ Application proxy

G Self-service Loge @

Security Select a file |

% Conditional Access

2. Permissions | Aplication ID® \ = |
Object ICD

Activity ‘ |m

E) Sign-ins

i N ' d
ser assignment required? @ ‘mc ) Setto 'No
i Usage & insights (Preview)

E Auditlogs

Visible to users? @ - - )

- Provisioning logs (Preview)
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§ 1. Now, through the Azure menu, go to App registrations.
B Azure Active Directory @ overview
e "l Getting started
A4 Users

£ Preview hub

s
e

. Enterprise applications
# Diagnose and solve prablems
Manage
an Users
& Groups
BE  External Identities
&+ Roles and administrators
& Administrative units
#. Enterprise applications
ON Devices

#% App registrations

2. Click on All applications and select the newly created registration:

All applications = Owned applications

A Start typing a name or Application ID to filter these results
Display name Application (client) 1D Created on Certificates & secrets
Compano Online Software 3/3/2021
n App3 11/21/2018
117272020
12/23/2020 @ Current
11/19/2020 @ current
10/17/2017

10/30/2020

3. Using the App Registration menu, configure the application as follows:
o (Goto Certificates & secrets.
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o Dashboard > Compano BV
£ .
S g2 Compano Online Software =
* [ 2 Bearch (ctri+n | « [ Delete & Endpoir
B Ooverview
~ Essentials
Quickstart
; Display name
# Integration assistant
Application (client) 1D
Manage Object ID
= Branding Directory (tenant) 1D
3 Authentication Supported account ty}
Certificates & secrets o Starting June 20t
1I!' Token configuration et pda s
=+ API permissions
Get Started Docui
5 Fynnco an AD] —
e Addanew clientsecret:
Add a client secret
Description Secret
Expires ded: 6 months
Recommended: 6 months
3 months
12 months
18 months
| 24 months
Custom
Client secrets
A secret string that the application uses to prove its identity whe
+ New client secret
Description Expires
Mo client secrets have been created for this application.
= Description: Name your secret: ‘secret’
= Expires: Set an expiration duration (maximum 3 years custom)
o Important: Use the Copy to Clipboard option, to copy the value of the secret to a
text-editor (for instance, Notepad) and store the resultant file at a safe place (such
as a password safe or digital vault), as you will need this to get access to the app
registration! Warning: If you omit this step, you -will- have to create a new Client
secret.
8
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Client secrets

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password.

Copy the secretID

New client secret
Description Expires Value Secret ID Copy to clipboard
Secret 12/31/2298 LaReeemseseresmsrs b7 7, . 4bf6-b6bd 02 "
| *Maamloos - Kladblok — O =

Bestand Bewerken Opmaak Beeld Help
b77453ﬂi—elBB—ﬂ-bFS—bﬁaa—EBASBSdbdedl

Save this as a TXT-file

Next, in the App Registration menu, select Authenticatiorn

Dashboard > Compano BV > Compano Cnline Software

) Compano Online Software | Au

|/"7 search (Ctrl+/) | < save 1

H overview .
o Some actions

&4 Quickstart

. i Platform con
# Integration assistant

Depending on thi

Manage redirect URIs, spe
= Branding To configure singl
@ Authentication Add a platfg

Certificates & secrets

11! Token configuration ~ Web

Select Add platform.

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Ta configure single sign-on, including SAML-based sign-on, try Enterprise applications.

=+ add a platform

Select web:

WWW.COMPANO.COM



Web applications

G v

Build, host, and deplo
application. .NET, Java, Python

Q Compano Online Software

Mobile and desktop applications

e Add the test Redlirect uris.

| Redirect URL (LO5 and further) | https:/start.compano.com/signin-[klantnaam]]

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. Also referred to as reply URLs. Learn

more about Redirect URIs and their restrictions

https://start.compano.com/signin-[klantnaam]

Note: Older versions of the Compano software used a different redirect URL:
https://authentication.compano.com/sigin-microsoft. Please make sure to change the redirect URL
when migrating to version LO5 or newer.

3.2 Account(s] for Compano

Important: Once Azure Authentication has been setup, Compano employees will no longer have
access to your application. To allow access to our employees for support and consultation, either:

e Create specific Compano accounts in your Active Directory for Compano employees
e Or, allow Remote Access software such as MS Teams, TeamViewer, etc.

3.3 Authentication testing

Once you have filled out all information, please return the form to your Compano consultant. He or
she will activate Azure authentication on your TEST-server.

Now you are ready to try-out the authentication. For this, you will need the following data:

o Application (client) ID
e Directory (tenant) ID

10
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e Previously saved secret

Q Compano Online Software

I;" !Sear:h (Ctrl+) « f Delete @ Endpoints [E Preview features
i Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD
& Quickstart "
A Essentials
# Integration assistant -
Display name : Compano Online Software Suppq
Manage Application (client) ID : Oe1§24-9c75-4b2a-a -07 (il DS 7 Rediré
Directorv (te ) . - (& = -8885- Bl A id
& eranding Directory (tenant) ID : elewlili®-70W2-4870 8933b8 b Appl
Object ID : 13348978-01cd-4924-34ea-1190235a8b80 Mana

2 Authentication

ifi & ot
Certificates & secrets o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Autheni

technical support and security updates but we will no longer provide feature updates. Application

" .
[l Token configuration MG osoit Graph. Usam more

- AP| permissions

Important: Please copy the IDs and secret to the Compano Azure Authentication Form and send
the form to your Compano consultant.

11
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4 Implementation Provisioning

Provisioningis the processes of creating an identity in a target system based on certain conditions.
De-provisioning is the process of removing the identity from the target system when conditions

are no longer met. Synchronizationis the process of keeping the provisioned object, up to date, so
that the source object and target object are similar. Azure can provide all three mentioned services.

Q Compano Online Software

5 Configuration provisioning

Important note for existing Compano user accounts

Should your Compano application already contain users and you are migrating
to Azure Provisioning, then care should be taken that usernames are based on
(company) e-mail addresses both Compano and Azure AD. Please contact your
consultant if user names in Compano are NOT based on e-mail addresses and/or
do not match your Azure AD.?

Compano recommends using only company-issued user e-mail addresses as the user IDs for both
Azure AD and the Compano application. The e-mail addresses should be based on the Active
Directory domain, for instance johndoe@company.com

5.1 Compano access
Important: Note that after setting up provisioning, Compano consultants and support will no
longer have access to your application, unless you provide an Azure user account for them.

Please use the Compano Azure Authentication Form (separate document) to send login credentials
for these accounts to your Compano consultant.

5.2 Provisioning setup
Once Azure AD Authentication has been enabled, you are ready to setup provisioning:

1. Go to https://aad.portal.azure.com
2. Inthe left side panel menu, click on Enterprise applications.

1 Azure AD users will be synced based on the e-mail address of the user provided by Azure. If these address does not
match with the existing Compano user account, a new user account will be generated; any saved layouts, filters or
settings fort his user will initially be unavailabe. Contact your Compano consultant to set things right.

12

WWW.COMPANO.COM


mailto:johndoe@company.com
https://aad.portal.azure.com/

4l Dashboard
= All services

FAVORITES

Q Compano Online Software

*
B Azure Active Directory
-

AR Users

i Enterprise applications

3. In the Enterprise applications screen, search for and click on Compano Online Software;

Name Homepage URL

AgreementsWeb https://eagreements.microsoft.com/AgreementWeb/Login.aspx
Apps4.ProTasksLicenseManagement

Atlassian https://start.atlassian.com

Azure DevOps http://azure.com/devops
/1

abDBService
Commen Data Service http:/fwww.microsoft.com/dynamics/crm

Compano Cnline Software

4. Next, in the application menu, click on Provisioning.

i Overview

(I Deployment Plan i Gota second? We would love your feedback on user provisioning. —

Manage

1il Properties

& Owners

& Roles and administrators (Preview) >

& Users and groups < O N

») Single sign-on

. Provisios m
Automate identity lifecycle management with Azure Active Directory

% Application proxy

Automatically create; delete accounts when users join, leave, and move within your organization. Learn more.

 self-service

Security

S Conditional Access

h Permissions

5. Next, click on Get Started.
6. Setthe Provisioning Mode on: Automatic.

13
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Dashboard > Enterprise applications » Compano Onlime Software 2

Provisioning

B save  Discard

Q Compano Online Software

Prowisioning Maode
I Automatic ~ I

Use Azure AD 1o manage the creation and synchronization of user accounts in Compano Online Software 2 based on user
and group assignment.

- Admin Credentials

Adman Credentials
Azure AD needs the following mformation to connect to Compano Cnline Software 2's APl and synchronize wser

dala,
Tenant URL
Patterns: https://™.com/scim, httpsy/google..com/sdm

Secret Token

Test Connection

7. Next, open the Admin Credentials:
o Tenant URL: Enter the Tenant URL provided by Compano via the Compano Azure

Authentication Form.
o Secret: Enter the Secret provided by Compano via the Compano Azure
Authentication Form.
Dashboard Enterprise applications » Compano Online Software 2
Provisioning

E_j Save \ Discard
Prowisioning hMode
Automatic e

Use Azure AD lo manage the creation and synchronization of wser accounts in Compano Online Software 2 based on user
and group assignment.

~ Admin Credentials

Admin Credentials

Azure AD needs the following mformation to connect to Compane Online Software 2's APl and synchronize user
data,

Patterns: https:/,”.comyscim, hitps/google.”.comy/scm

Secret Token

Tenant URL = (1)
| nttpzi.com

Test Connection

8. Next, open the Settings.

14
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~  Settings

send an email notification when a failure occurs
Notification Email |

Q Compano Online Software

I administrator@companyna me.::n‘l

Scope @

| Sync anly assigned users and groups e

Provisioning Status

- o

a. Send an email notification when a failure occurs (optional): Check this option if
you want to receive error messages for debugging.
b. Notification Email: Enter the e-mail address of your System Administrator.
c. Scope: Select Sync only assigned users and groups.
9. Now, save the settings you made by using the Save button at the top of the Provisioning

page.

5.2.1 Mapping Groups

Next, you will need to set the mappings Groups:

1. On the Provisioning screen, open up the Mappingsand click on Provision Azure Active
Directory Groups.

Provisioning

Provisioning Mode

Use Azure AD to manage the creation and synchronization of user accounts in Compano Online Software based on user

and group assignment,

v Admin Credentials

Mappings

Mappings allow you to define how data should flow between Azure Active Directory and customappsso
Name Enabled
Provision Azure Active Directory Groups Yes

Azure / Yes

D Restore default mappings

2. Inthe next screen, click on Edit attribute mappings.

15
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View provisioning logs

Q Compano Online Software

Manage provisioning
Upodate credential

Edit attribute mappings I
Add scoping filters
Provision on demand

5.2.1.1 Mark Target Object Actions
First, make sure to mark all 7arget Object Actions(Create, Update, Delete):

Dashboard > Enterprise applications > Companec Online Software > Provisioning

Attribute Mapping (for Groups)

Source Chject

Source Object Scope

Only security groups

Source Object

Target Ohbject Actions
B create
B Update
B celete

Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso

Azure Active Directory Attribute

objectid

members

Add Mew Mapping

5.2.1.2 Create CustomSSO field
Next, create a CustomSSO field for the DataAreaCode. This code is heeded to map your groups to
the correct Compano Environment:

1. On the Attribute Mapping screen, scroll down and check the Show advanced option box:

16
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Attribute Mappings

Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso

Q Compano Online Software

Azure Active Directory Attribute customappsso Attribute
displayName displaytame

objectid externalid

members members

urnietf:paramsscim:schemasiextensionico

Add New Mapping

pplication,
The atintge list for Azure Active Directory is up to date with all supported attributes. Request additional attnbutes you would like to see supported here.
Edit attribute list for customappsso

In addition to configuring your attribute mappings through the user interface, you can review, download, and edit the JSON representation of your schema. Review your schema here

2. Next, select £diit attribute list for customappsso, scroll down to the bottom of the attribute
list:

Edit Attribute List

X Discard

customappsso Group Attributes

Mame Type Primary Key? Required? Multi-Value? Exact case?
i i
displayMName String D |:| |:|
members Reference D :l H E‘
I urnifetiparams:scim:schemas:extension:companc I string o D :‘ D l:‘
string ~ | [ O J ]

a. Name (for Groups)*
urn:ietf:params:scim:schemas:extension:compano:2.0:Group:DataArea
b. Type: and enter a new field of type String
3. Savethe attribute list.

5.2.1.3 Add mappings
And last, you will need to add mappings for the following group attributes. Note: Check if the first
three fields are present:

displayName

members

objectid

[DataAreaCode] < New field, needs to be created

To add these mappings:

1. Return to the Attribute mapping (for groups) screen and click on Add New Mapping:.

2 This DataAreaCode is provided by Compano through the Compano Azure Authentication Form.

17
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Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso

Azure Active Directory Attribute

Q Compano Online Software

displayMame
Q r:' ectic

memDbers

Add Mew Mapping

2. Intheright side panel Edit Attribute, add the mappings by selecting the correct options.
Important: You will need to follow the instructions for each mapping below precisely:

displayName

shboa rise applications > Compano Online Software > Provisioning

Dashboard » Enterpris Edit Attribute X
Attribute Mapping

Matching pracedence
ive Directory and customappsso

1

Azure Active Directory Attribute
Apply this mapping (@
displayName displayName Abvays v

extemnalld

urnietf:params:scim:schemas:extension:compa...

a. Mapping type: Select Direct

b. Source attribute: Select disp/ayName

c. Defaultvalue if null: Leave empty

d. Target attribute: Select disp/ayName

e. Match objects using the attribute: Select Yes
f. Matching precedent: Set to Z(one)

g. Apply this mapping: Select A/lways

Click on Add New Mapping to Save and add another mapping:

18
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objectid

Q Compano Online Software

Dashboard > Ente cations » Companc Online Software > Provisioning Edit Attribute X
Attribute Mappin
Source Object o:btim: - e
W Default value if null (optional)
B create Target attribute * ©
’ o externalld v
B oelete Match objects using this attribute
Attribute Mappings Matching precedence ()
urnietfparams:scim:schemas:extension:compa.
a. Mapping type: Select Direct
b. Source attribute: Select objectid
c. Defaultvalue if null: Leave empty
d. Targetattribute: Select externalid
e. Match objects using the attribute: Select Mo
f.  Apply this mapping: Select A/lways
Click on Add New Mapping to Save and add another mapping:
members
Dashboard > Enterprise applications > Compano Gnline Software > Provisioning Edit Attribute X
Attribute Mapping
[ mempers -
B update
& oelete Match objects using this attribute
[na v
seitpimit g?;‘;lr; how attributes are synchronized between Azysefttive Directory and customappsse o et ©
Azure Active Directory Attribute customappsso Attribute Matching precedenct Aply this mapping @

Mapping type: Select Direct

Source attribute: Select members

Default value if null: Leave empty

Target attribute: Select members

Match objects using the attribute: Select No
Apply this mapping: Select Always

-0 Qo0 o

19
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Click on Add New Mapping to Save and add another mapping:

[DataAreaCode]

Next, you will need to map the [DataAreaCode] customSSO field that you created to the correct
Compano environment. This is done through either the Compano contract number (LO3) or the
AzureAD Code (L04).

Q Compano Online Software

- ot Edit Attribute
Attribute Mapping

AzurgAD Code
Target C gl (Gl w
8o
B e -
. e

U paramIcmC chema enONCOMmpa.

Qo

Mapping type: Select Constant

Constant value: Enter the either the Contract Number (LO3) or the AzureAD Code (L04 and

higher) as provided through the Compano Azure Authentication Form.

¢. Target attribute: Select the CustomSSO field you created in paragraph 52.1.2
urn:ietf:params:scim:schemas:extension:compano:2.0:Group:DataArea

d. Match objects using the attribute: Select No

e. Apply this mapping: Select A/lways

o

Click on Add New Mapping to Save.

Note: The AzureAD Code is set by Compano for the application environment. This code needs to
entered as the DataAreaCode at the customer’s Azure Active Directory, as shown in the following

example:

Edit - C03345 MDM CWD (1) =]
Code |co3345 | Code for customer Active
AzureADCode [CUSTOMER]_MDM 4— Directory
Description MDM en Calculatie software of [customer]
Company name |MDM [CUSTOMER] 1
Organization - “ﬁ?"
Language nl Dutch -
Application serial number 1
Assortment type | Haler (Artselect/download) ~
Status
Active ® ves O no
Type orK w
valid until =

20
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5.2.2 Mapping Users
Proceed with the settings for mapping Users:

1. On the Provisioning screen, open up the Mappingsand click on Provision Azure Active
Directory Groups.

Q Compano Online Software

Provisioning

Provisioning Mode

Use Azure AD to manage the creation and synchronization of user accounts in Compano Online Software based on user

and group assignment,

v Admin Credentials

A Mappings

Mappings

Mappings allow you to define how data should flow between Azure Active Directory and customappsso

Name Enabled
Azure Yes
Provision Azure Ac Yes

D Restore default mappings

2. Inthe next screen, click on £diit attribute mappings.

Users Groups

24 115

View provisioning logs

Manage provisioning
Update credential

Edit attribute mappings I
coping filters

Provision on demand

5.2.2.1 Mark Target Object Actions
First, make sure to mark all 7arget Object Actions(Create, Update, Delete):

21
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Dashboard > Enterpn

se applications > Compano Online Software > Provisioning

Attribute Mapping (For Users)

Q Compano Online Software

Enabled

Source Object

Source Object Scope

Surname and givenName filled

Source Object

Target Object Actions
B crest=
B update
B oelete

Attribute Mappings

Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsse

Azure Active Directory Attribute customappsse Attribute Matching precedend
userPrincipalName userMame 1

accountEnabled active

displayName displaylvame

umietf:params:scim:schemas:extension:compa.

Add New Mapping

5.2.2.2 Create CustomSSO field
Next, create a CustomSSO field for the DataAreaCode. This code is needed to map your groups to
the correct Compano Environment:

1. On the Attribute Mapping screen, scroll down and check the Show advanced option box:

Attribute Mappings

Attribute mappings define how attributes are synchronized between Azure Active Directory and custemappsso

Azure Active Directory Attribute customappsso Attribute

displayName displayMame

objectid externalld

members members

Co430 urmiietfparams:scim:schemas:extensionicom

IMzpping

d Attributes

M edit the list of attributes that appear in the source and target attribute lists for this application,
e list for Azure Active Directary is up to date with all supported attibutes. Request additional attributes you would like to see supported here.
Edit attribute list for customappsso

Expression builder

In addition to configuring your attribute mappings through the user interface, you can review, downlcad, and edit the JSON representation of your schema. Review your schema here.

2. Next, select £diit attribute list for customappsso, scroll down to the bottom of the attribute
list:
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W - (4]
s T %
=
=
o
(V2]
@
T
=
o
2
’é Edit Attribute List
S
X Discard
customappsso Group Attributes
MName Type Primary Key? Required? Multi-Value? Exact case?
| |
displayiName tring D |:I El
member: Reference D j H D
I urnifetiparams:scim:schemasiextension:companc I string v | [ O O O
String ~ | [ J L] ]

a. Name (for Users)®
urn:ietf:params:scim:schemas:extension:compano:2.0:User:DataArea
b. Type: and enter a new field of type String
3. Savethe attribute list.

5.2.2.3 Add mappings
And last, you will need to add mappings for the following group attributes:

e userPrincipalName

e accountEnabled

e displayName

e [DataAreaCode]
To add these mappings:

1. Return to the Attribute mapping (for groups) screen and click on Add New Mapping:.

Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso
Azure Active Directory Attribute customappssoe Attribute
userPrincipaliNames userMames
accountEnabled @ active
displayMame
urmietf:params:scim:schemas:extensiomcompa. |

2. Intheright side panel Edit Attribute, add the mappings by selecting the correct options.
Important: You will need to follow the instructions for each mapping below precisely:

3 This DataAreaCode is provided by Compano through the Compano Azure Authentication Form.
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L > B

userPrincipalName

Dashboard » Enterprise applications > Compane Online Software > Provisioning Edit Attribute x
Attribute Mapping

Q Compano Online Software

of &
o
~]

Enabled Source attribute * (3
- ~ [ userprincipainame ~
source Object Default valug if null (optional) @

Target attribute * (0

usertiame v

Match objects using this attribute

[ ves ~
Target Object Actions ;
arget Obje on: Matching precedence (

[
update Apply thrs mapping

| Abways v

B oelete

Attribute Mappings

Attribute mappings define how attributes are synchronized bejun 4zure Active Directory and customappsso

Azure Active Directory Attribute customappsso Attribute Maching precedenct
userprincipaiName userName 1

active

displayName

umnietfparams:scinischemasextension:compa.

Mapping type: Select Direct

Source attribute: Select userPrincipalName
Default value if null: Leave empty

Target attribute: Select userName

Match objects using the attribute: Select Yes
Matching precedent: Set to Z (one)

Apply this mapping: Select Always

@ *P 0oy

Click on Add New Mapping to Save and add another mapping:

accountEnabled

Dashboard > Enterprise applications > Compano Online Software > Provisioning

Attribute Mapping

Edit Attribute X

Source attribute * ()

[ accounténabied -

Default value if null (optional) &

Terget attribute *

active v

Source Object
Match objects using this attribute
No -

Target Object Actions
B crezte
Update
B oelete

Matching precedence

Apply this mapping
Ahways v

Attribute Mappings

Attribute mappings define how attributes are synchronized bgifeen Azure Active Directory and customappsso

Azure Active Directory Attribute customappsse Attribute Matching precedenct
userPrincipaiName userName 1

accountenabled active

displayNgme displayName

umnietfparamsscim:schemas:extension:compa.

a. Mapping type: Select Direct
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L > B

Source attribute: Select accounttnabled
Default value if null: Leave empty

Target attribute: Select active

Match objects using the attribute: Select No
Apply this mapping: Select Always

Q Compano Online Software

~oaooT

Click on Add New Mapping to Save and add another mapping:

displayName

Dashboard > Enterprise applications > Compane Online Software > Provisioning

ashboard > Enterprise applica Edit Attribute *
Attribute Mapping -

Mapping type: Select Direct

Source attribute: Select disp/ayName
Default value if null: Leave empty

Target attribute: Select displayName

Match objects using the attribute: Select No
Apply this mapping: Select Always

0 Qo0 T

Click on Add New Mapping to Save and add another mapping:
[DataAreaCode]
Next, you will need to map the [DataAreaCode] customSSO field that you created to the correct

Compano environment. This is done through either the Compano contract number (L0O3) or the
AzureAD Code (L04).
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! v Edit Attribute
Attribute Mapping (For Users)

Q Compano Online Software

AzureAD Code

U P TS i T a2t O M.

a. Mapping type: Select Constant
b. Constant value: Enter the either the Contract Number (L03) or the AzureAD Code (L04) as
provided through the Compano Azure Authentication Form.

¢. Target attribute: Select the CustomSSO field you created in paragraph 5.2.2.2:
urn:ietf:params:scim:schemas:extension:compano:2.0:User:DataArea

d. Match objects using the attribute: Select No
e. Apply this mapping: Select A/lways

Click on Add New Mapping to Save.

5.3 Select users and/or groups

Finish the setup by selecting users and/or groups which need to be synced to Compano Online
Software.

To select users and/or groups:

1. In Azure, return to the Dashboard and select Users and Groupsfrom the menu:

2 Compano Online Software | Users and groups

-+ Add u@sr/grwp Columns A7 Got feed!
i Overvie
o The application will appear for assigned users within My Apps. Set ‘visible to users? to no in properties to prevent

Deployment Plan =
Manage First 200 shown, to search all users & groups, enter a display name
| pertie Display Name Object Type
w | OF
| 2 ] O&
l ‘ - User

2. Next, click on +Add user/group.
3. Inthe next screen, search for user(s) and group(s) in the right side panel and add them.
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Add Assignment Search for users and groups here

Q Compano Online Software

Mo Selacted

6 Testing provisioning

The configuration of provisioning is now finished and you are ready for testing once Compano has
setup their end of the process. Please contact your Compano consultant.

Important: If you have not already done so, send the filled-out the Compano Azure Authentication
Form (separate document) to your Compano consultant.

7 Mapping to multiple Compano environments

To sync users or groups to multiple, different Compano environments, you will need to create a
customSSO attribute and map this to the Azure AD field which correctly identifies the user or
groups.

Example

By setting up the correct mappings, you could map your customSSO attribute to, for instance, your
Azure field InstallationCustomers, provided this field holds the correct identifying values for
users/groups to their corresponding Compano environment. This way, user group
Janssen_Employees could be synced to Compano environment JanssenBV, and user
Vries_de JtoenvironmentDe Vries Installatietechniek.

Important: In case of existing groups and/or users in Compano, the values of the mapped Azure
field should map exactly to the names used in Compano, otherwise groups and users will be
created anew. Please contact your Compano consultant if you run into trouble.

8 Filtering on AD-access

Within COS, you can easily determine which users and groups have access through single sign-on
Active Directory, by setting an appropriate filter.

8.1 Filtering AD-users
To filter AD-users in COS;

1. Through the Menu, go to System > Users.
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O % a. = 4. I. + &.0

Contacts Purchase Products Items Publications DAM ArtSelect My details | Help

Logout

|| analyses

Z;@' Backaground tasks
ij Configuration

lj Environments
| A= Layouts

Q Compano Online Software

User groups

User-defined fields (main)

Bl ¢

Users

2. Under View, click on the Filter button:

\ Functions \ Import / Export

.I\ 3
1 E O (2]
Ee aware, there is a filter = =

Memao (0/0) Filter activel Search | All | Details UNICA Help

X Environment

1 .

1 MDM Admin MDM Beheerder

3. Inthe Filter window, set Users from active directoryto Yes.

‘ Filter o 8 ‘

alue  w| ®ves Ono O al

Is Internal O Yes O No @ all

Users from active ® ves Do O an

directory

Is administrator O ves One @ 2l

Environment v

Application serial number | = vyalug & |

Active user =

Contact -
Qrganization -
Date of last login

Language -

- Apply I Empty | Empty and close Save as

TIT7OEE oies T2 I rh=srmenitniea ol ek H==ro=n

4. Apply the filter.

8.2 Filtering AD-groups
To filter AD-groups in COS:
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Menu '\ View  Edit ' Functions ' Import/ Export

N~ d.8.

Contacts Purchase Products Items Publications DAM ETIM

v L.

ArtSelect My details

I|I I Analyses
1 CO03186 Q} Background tasks
[i Configuration

{i Environments

=
A:— Layouts

»

Logout

o .

Help

Q Compano Online Software

[ -
=] j Logs

@ User groups
@ User-defined fields (main)

Users

2. Under View, click on the Filter button:

A E0 B |e

Search Details Manage screen layouts | Help

All

Administrators

Mew group

3. Inthe Filter window, set Groups from active directoryto Yes.

Filter o a8
Group

Groups from active ® ves Ono O al
directary

Empty | Empty and close Save as

4. Apply the filter.

8.3 Filtering inactive users

Users which are removed from your Azure AD will be archived on the next sync to Compano. These
users will no longer be able to login to Compano and are considered inactive.

To view inactive Azure AD users in Compano, set your filter thus:
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Filter o @

Active user O ves ®no O all
| Is Internal Oves Ono @ anl
FromActiveDirectory ®ves Ono O an
Is administrator Oves Ono @ an
Environment hd
Application serial = value |

w
w
number
v
v

Q Compano Online Software

Contact m h
QOrganization m -
Date of last login =value W |

Language m v

- Apply | Empty | Empty and close Save as

e Active user: Set to No.
e FromActiveDirectory: Setto Yes.

Inactive users will be identified by an archive icon next to their name:

Environment

CO31fm mmn & 1 g n

CO31km 1 MDM Admin MDM Beheerder
# cosiee TR e MDM Manual

CO2%mm 2 s mesme— = -—

COZ29%mm 2 mmca L (5 8 |

CO20 e - my_Eeem

8.4 View last synced dates

By viewing the User Details, you can check when a user from you Azure AD was last synced to
Compano:

1. Select users from the User overview and, under View, click on Details.

Users View ' Edit Y‘-.\ Functions Y Import / Export

)

Including archive

Navigation -
| lMemo (0/0)
1 MDM Admin
g Attachments {0/0) ' - n [ = . =

2. Inthe pop-up window, check the /mport date on the tab General
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Y o= [+
© Sia a €]
=
&
o
v
[<F}
£
=
o
g s rporroTso e rraTa
o MDM Beheerder (= I |
E
* Time created 05-08-2020 09:14
Import date 07-12-2021 10:32 |

- Show previous Show next Modify I Cancel
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